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EEEFEXARSZNBAXNBRKEHTHMELENTHEM  LHRANEAFERNE
HZEFEEF, FEit , RS MBENR S P RPHLZBIRE (FI20 PIN : personal
identification number AKX A F&# PIN WHXZHE ) LAFEMAHMEHESEME

=,

PINEARZBBINEIBFELELCATERRGR , SINATXNARS. BNXE%, B
ERNFRFPEZR/LEEEANENL, AXFAENENERATRY PIN BUIEUARMEXEHEY
R ZLFRAE-PCI PIN Z£ERMNZFERF ( PCI PIN Security Requirements and
Testing Procedures ), iZFrHESIE - £ ATM UREAEFTNEABTHES (POS :
point-of-sale ) LRI R B HEMIRZZET , HXDPANRBIBF (PIN ) ZR2EE,

REEML WA TERHER,

ZRELERFHERE 2011 F£10 A , RELHAZFF ( PCI : Payment Card
Industry ) Z2¥rHEZE R 4 ( SSC : Security Standards Council ) XA #0ARA v1.0 ,
2014 ¥ 12 A X% v2.0 R4 , 2018 &£ 8 A X% v3.0 fix4. 2019 £ 1 ALLHI , PIN &%
FRATNERZHE N FREECREFNEE, MPCISSC F2019F 1 ARHTE
# PIN Z21¥5% ( QPA : Qualified PIN Assessor ) BB A XK , fiifk QPA F R, =W
BSE PIN F A RN ERLS —H PCl SSC EEM4, £ PCI SSC WM L5k £ AT 1

BRI EREFERRN QPA 2FHMNA
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( https://lwww.pcisecuritystandards.org/assessors_and_solutions/qpa_assessors %

RERE QPA RRMFZARMAR , FATLMIT PIN Security IS TR, BE

2

2019 F 12 A , BB Z AR ARILHRE 51 R, FEXRLTEHE QPA AR ERINHERE
atsec —% , H atsec WA FZARPERXKRFEHN QPA TR, atsec QPA BRFIFK
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ZAR B AR EE 7 N2 %) B #5 ( Control Objective ) #1 33 N&Z £ ER ( Requirement ), #x
HERNER D RIREEEISD |, PRAEM S ( Normative Annex ) A, B, C , BAR— b Tt %

Appendix A

> BEEEIS - REXNKRBLEIZME ( Transaction Processing Operations ) A, X
FPINRFWNELLER , BT 7 MEFIBEAR, X7 MEFERRHE IBNLEERA
B

- PHB#R 1 ( Control Objective 1): XABRRZLMIZE MG ZLBARFRERER


https://www.pcisecuritystandards.org/assessors_and_solutions/qpa_assessors
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B3R 5% PIN. ( PINs used in transactions governed by these requirements are
processed using equipment and methodologies that ensure they are kept secure. )

- EHIB#R 2 ( Control Objective 2 ): AT PIN INZE/EENZAURMEXNZAEE
HEIERE , NBRT MU EMEARERERENBALEMBRAERN T
gef%. ( Cryptographic keys used for PIN encryption/decryption and related key
management are created using processes that ensure that it is not possible to
predict any key or determine that certain keys are more probable than other keys. )

- ¥%IB#R 3 ( Control Objective 3 ): BEANEZREM A X TZEFEH. ( Keys are
conveyed or transmitted in a secure manner. )

- #%IB#F 4 ( Control Objective 4 ): HSM I Z4AE A K PIN RIARZERER SN S
N T, ( Key-loading to HSMs and PIN entry devices is handled in a secure
manner. )

- ¥HIBE#R 5 ( Control Objective 5 ): Z4ARIfEF BIZE 1 SR AEB 10 M R BRI BEA o
( Keys are used in a manner that prevents or detects their unauthorized usage. )

- % B 6 ( Control Objective 6 ): ZHXKALZELHN A RNHITEE, ( Keys are
administered in a secure manner. )

- HIB#R 7 ( Control Objective 7 ): AAT4E PIN NIRZMBHANELZENAXT
B ( Equipment used to process PINs and keys is managed in a secure manner. )

>  FREMI A ( Normative Annex A ) — RAFENHEAR# TR FHER D K ( Symmetric

Key Distribution using Asymmetric Techniques )

- A1 - XAEXNMERREHRITZEEH 2 K ( Remote Key Distribution Using

Asymmetric Techniques Operations )
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- A2 - IEBFAEMBER CARA ##4E ( Certification and Registration Authority
Operations )
> FREMIE B ( Normative Annex B ) - ZE4AE Ai&HE ( KIF : Key-Injection Facilities )
>  FREKIS C (Normative Annex C ) - BB ZNH/NZHKEERMNEZZ ANEN
xR

>  #MFEKIF (Appendix A ) - FREZERIERA MR Applicability of Requirements

BRMNME
PCI PIN R EA T H RN FIKS PIN XSZAEH AR EHARABX AR , Flaik

BT, BRSIEME. POSHLEAT & , BHEARKE KIF AHEHALEE CAKRA,

HYREE, LEA/SHEH PIN B3ER |, PCI PIN £ &M AW FmaE, BWENHEN
REENMEAFES ER, i VISA ERATALE VISA PIN BIEN RS RMHRE (/AKX
VISA BFH#1T PIN B, ¥, 3% f/ISBHAEERS ) RE2/4E VISAPIN 224
RZL2ERM VISA AENRIUEBEAH , XEHEIIEEFRT : 3;RE PIN WE=FH
VisaNet &2 # ( VNP : VisaNet Processor ). £ RS IREEIREX PIN &~ VNP, 3REX
PIN 8= BR%5%& ( TPS : Third-Party Servicers ), INZEMZ#F4H 42 ( ESO : Encryption and

Support Organizations )

R INR3Z PIN AOC ( PIN Attestation of Compliance ) 44 VISA iEBA HAHVIRAH VISA PIN

Z2HRSEERWIE VISA RS RAFM N £ RRSREHABEM RSP,

BRIEVISARE | ZRBETREMTAENTIUWAEDT

> BRUNEEURREANENA , EZHIEEZENENA : 1A 10,000 £
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> BEOMAZE , UREBHENA 818 25000 XxiiE

B EERARFREX PIN Security FEMAMNETT HERIFEETHN. it Fx PIN
RH/E | AREX PIN R B BRATENNN , —EENBEXFREBIAFERER. M

FEBMAMNFERER , LRELSHRETR,

atsec fF N BH QPA BN EZETRZITENA , BENF U AR EMETHE !



